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Docker & Kubernetes
ant

VA VolgaBlob




KoHTenHepusauma

XOTMM 3anyCTUTb HECKOJIbKO CEPBMCOB Ha
OJJHOM XOCTe

Service1 Service2
(erwce J (erwce J

Y10 ecnn, y cepBUCOB 3aBUCUMOCTHM OT pPa3HbIX
BEPCUN BUOBNINOTEKU?

-

-

(Service1

|

(Servicez

|

chroot

(ibivi),

chroot

(b))

Y10 ecnn, oba cepBmca NUWYT B OAHY
/tmp/service.db?

|

/

(Service1

chroot
——(etnt ——

-
(Servicez

|

chroot
(et ——

Yto ecaun, oba cepBmca MCNosb3yoT oamH nopt 80807

/[ cgroup1 ]

Service1

|

chroot
———(vetht ——

cgroup2 ]

J

(Servicez

|

chroot
e N7 —

Heo6x04MMO OrpaHMUYUTb UCMNOJIb30BaHME PeCcypCoB
CepBMCOM

UB-Trend 2013

VA VolgaBlob




KoHTenHepusauma

YTO HY}KHO caenaTtb, YTOObI
3aCTaBMUTb 3TO paboTaTtb?

/[ cgroup1 ] /[ cgroup2 ]

(Service1 J (Servicez J

chroot chroot
—(vetht )" — (veth2 ]/

chroot

MHCTPYKUMM A4 3anycKa npouecca
cucTema, Kotopasa cosgact veth1 um
cgroup1

Docker run & MHCTpPYKUMKU U3
Dockerfile
Docker / Container Runtime

UB-Trend 2013

VA VolgaBlob

OS

Docker




Opl{eCT paTOp XOTMM pasBepHYTb CEPBMChI Ha

HeCKOJIbKMX XocTax?

/VM1 - frontend1 \ /VMZ - backend1 \

Service1 J { Infra2 J (DB'] J ( Cron1

Ve

S

Infra1 J (ServiceZ (ServiceB

J

./

Kak yuyntbiBaTh TMN XOCTA? Kak MaclwtabupoBaTb? yBeIMYMBATD

Kak mMapwpyTtmnsupoBaTtb TpadUK OT OAHMX KOJIMYEeCTBO XOCTOB?

CEPBUCOB K APYrum? Kak Bbl6paTb «JIyYlMK XOCT» ANS

Kak y3HaTb, rage Servicel v Kak pa3BepTbiBaHMA?

MapLupyTusmnposaTtb TpaduK oT Load Kak yBesimumBatb KOJMYECTBO MHCTAHCOB
Balancer? cepsuca’

Kak 3aMeHunTb XoCT? Kak gocraBnatb image?

\UB-Trend 2019

plan>[




OpKecTpaTtop

[ Orchestrator J 2> )/ VM - X

[HServicm

A
A
A

\\ ( DB

I |
| need 3 instances of JJ
Service1

OpKecTpaTop NOMOraeT pa3BepTbiBaTb CEPBMChI Ha XOCTaXx

\UB-Trend 2019

plan>[



Kubernetes

E—

[ Controller ) Yy '

Worker

™~
™~
N
™~
™~
I

[ API Server

| Scheduler

[ etcd J [ Kubelet
\  Kubelet \K' CRI (Docker, CRI-0)

K’cm (Docker, CRI-0) /

\UB-Trend 2019

plan>k




MUHUMAJIbHbIM 06BEKT pa3BepTbiBaHMA

MHKANCY/IMPYeT KOHTENHEP C
Consumers NPUNOKEHMEM (MHOIla HECKOJIbKO),
storage pecypcbl, YHUKa/bHbIN IP

Content
Manager

COAEPKMT NapamMeTpbl, Kak KOHTEMHEpP
AONIKeH paboTaTb

File Puller File Puller

4 2 -‘“ KoHTponnepsl

DaemonSet

StatfullSet

UB-Trend 2013

VA VolgaBlob
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C60p AAHHbIX U MOHUTOPUHTI
lani

VA VolgaBlob




LOg Aggregation tOOlS VB-Trend 2019

VA VolgaBlob

XOTUM BMAETb BCE /IOrM1 OT cepBHCa

XOTMM NOHMMATb, YTO Nnpomcxoaut B DB, Korga cepsmc
o6pabaTbiBaeT 3anpoc noJiy4yaeT 3anpoc

XOTMM OTCNEKMBATb BCE OLUMOKU NPUIOKEHMM

KTo namenHunn Service1?
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Monitoring tools

VA VolgaBlob

Bce ewe goctatoyHO pecypcoB A1Aa Knacrtepa?
ZlocTaToOYHO 1M pecypcoB AJ191 MOUX CEPBUCOB?

Kakasa npom3BoamMTEe/IbHOCTb MOUX WeEDb-NpunoxeHua?

Bce 1 KOMMNOHEHTLI KNacTepa B «»340pP0OBOM» COCTOAHMM?

MonyyaTb ONoBeLEHUA KPUTUYHBIX COBbITUSA B K/lACcTEPE UM
NPUIOKEHNU
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Y10 cobupaTb?

[ events J (audit logs J (prometheus J (control plane VA VolgaBlob

docker, kubernetes kubernetes metrics etcd, kubelet, api server..

Vs

metrics
cpu, memory, io, network

4 4
metrics metrics

cpu, memory, io, network cpu, memory, io, network
Ve J
host logs

syslog, daemons, /var/log

J

4 e

) socket container logs
listen, established stdout, stderr

/metrics r e
cpu prometheus application logs
memory metrics stored inside columes
io
threads

container

host process pod

host

[ limits J [ capabilities J

Cpu, memory security capabilities
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Deployment I
Collectord & Splunk vs Beats & ELK & SM I an > I
VA VolgaBlob




Collectord & Splunk deployment

. Splunk Enterprise

HTTP Event Collector

A
A
A

)
~
~

UB-Trend 2013

VA VolgaBlob

Ilnetﬁcs
S 4

[ﬁ

daemonset
collectorfor-master

|

- | masters

events
I

Irnetﬁcs
I

deployment
collector-addon

I

|| workers

daemonset
collector

J

kubernetes cluster




bloyment

CPU sage (total), % Wesmory usage (bytes) Avnluanlnh

PG Stale: COlleCloroTKUDErnetes-gxwo

Pod State: collectorforkubernetes-master-tvmyj
Pods Activity Namespace: collectorforkubernetes —— T

Pod State: collectorforkubernetes-9fzrc

Pod State: metricbeat-demo-tx2r7
Namespace: monitoring-demo. Pod State: metricbeat-demo-2mps6
Pod State: metricbeat-demo-fc9c48547-r5s6d

Pod State: redis-deployment-5f458546b8-whmxx
Pod State: frontend-test

Pod State: worker-deployment-6b89545f59-vemt7
Pod State: client-deployment-bfc5bb968-6r4vg

Pod State: server-deployment-59777499cc-cxdSq
Pod State: postgres-deployment-59¢c6{7f5d6-88gh6

Node Network Tr

HOPMA

Resources for Pod: weave-net-htvn2
QU Kubern KputnyHocTb uHUMaeHTta v Cratyc uHuMaeHta v OTBETCTBEHHbIN Resources for Pod: weave-net-vt7b
Resources for Pod: kube-proxy-gzs5f
Resources for Pod: kube-apiserver-k8s-master.vb.local
Aara u spems UHumnpent KputuuHocTts Craryc OTBeTCTBEHHbIH Resources for Pod: coredns-5644d7b6d9-jSkwd
Resources for Pod: coredns-5644d7b6d9-218kq
2019-11-09 20:20:00 Kubernetes object (frontend-test) killed Mpepynpexaexve HoBbiV He 3apaH Resources for Pod: kube-proxy-dcscs
Resources for Pod: kube-scheduler-k8s-master.vb.local
3aroioBoK MHUMAEHTa Mons uHuupeHTa OTBETCTBEHHbIN Resources for Pod: weave-net-6644j
Kubernetes object (frontend-test) killed API version: v1 He 3aaaH Resources for Pod: kube-controller-manager-k8s-master.vb.local
reason: Killing Resources for Pod: kube-state-metrics-568c8897fc-76hrd
Onucaxve Object name: frontend-test Resources for Pod: etcd-k8s-master.vb.local
Kubernetes object (frontend-test) killed. Kind: Pod namespace: default Resources for Pod: kube-proxy-b2pqc
Object type: Pod
KpUTHUHOCT time: 2019-11-00T16:18:41.232Z Resources for Pod: metricbeat-demo-fc9c48547-r5s6d
Mpeaynpexaexue type: Normal
message: Stopping container nginx

Resources for Pod: metricbeat-demo-2mps6

Resources for Pod: metricbeat-demo-tx2r7

Craryc
Hosbint

Resources for Pod: collectorforkubernetes-gxfwé

Resources for Pod: collectorforkubernetes-master-tvmvj

Resources for Pod: collector ddon-57d4d

Resources for Pod: collectorforkubernetes-9fzrc
2019-11-09 20:16:00 Kubernetes object (frontend-test) killed Mpepynpexaexve HoBbi He 3apaH

Resources for Pod: worker-deployment-6b89545f59-v6mt7
2019-11-09 18:46:00 Kubernetes object (frontend-test) killed Mpepynpexaexne Hosbiin He 3apaH Resources for Pod: frontend-test

Resources for Pod: redis-deployment-5f458546b8-whmxx

Resources for Pod: client-deployment-bfc5bb968-6rdvg

Resources for Pod: postgres-deployment-59¢6f7f5d6-88gh6

filebeat

kubernetes cluster




MeTaaaHHble

UB-Trend 2013

VA VolgaBlob

collectord

ntainer.image k8s.gcr.io/kube-apiserver:v1.16.2
kube-apiserver
kube-apiserver

control-plane beats

mespace kube-system
kubernetes.node.name k8s-master.vb.local
kubernetes.pod.name kube-apiserver-k8s-master.vb.local

es.pod.uid 5e08d36¢2-6353-4642-be6d-bfbf76999b35

Jloru KOHTEMHEPOB M NPUJIOKEHMU 060raLlalTCA METAZAHHBIMMU:

*  MMS KOHTEMHEpa
« labels
namespace
image
pod
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Use cases

VA VolgaBlob

. o Search with
(Drop messagesJ (Multl-lme J (Appllcatlon logs J (metadata J

processors:
- drop_events:
when:
regexp:
message: “"DBG:”

multiline.pattern: ‘"\[*
multiline.negate: true
multiline.match: after

annotations: collectord
collectord.io/logs-replace.1-search: “*DBG:”
collectord.io/logs-replace.1-val: “’

18




Demo : Elasticsearch 2 > ) w Smart Monitor

Ingress

Frontend

kubernetes cluster

Server

express

(S}

&y

Postgresql

UB-Trend 2013

VA VolgaBlob
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Pe3yabTaTbl CpaBHEHMA NPOAYKTOB

Prometheus VA Volgablob

MOHUTOPUHI METPUK
npom3BoAMTeanocm Mpsmoi c6op no AreHTCKMIM c6op C60p AaHHbIX Yepes
API AaHHbIX Kubernetes Metricbeat

MOHUTOPUHI COBBLITUM
KOHTEMHEPOB

MoHUTOPUHI

CNY}KEBHbIX COBbITUM
Kubernetes

lNpocToTa N
pa3BepTbIBaHMA MonynapHoe Open- MpocTasa u 6bicTpan MHOro HacTpomKm
Source pellueHne HacTpoMKa Ha cTapTe




Cnacmbo 3a BHUMaHue! B-Trend 2019
Nanst

Bonpocbi? :) VA VolgaBlob
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