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MITRE ATT&CK

ATT&CK (Adversary Technique, Tactic & Common Knowledge)

ny6nyHas 6a3a 3HaHWMKU, coAepKallasi CTPYKTYPMPOBAHHbIM HAB0p TaKTUK M TEXHUK
NoBeAEHUSA 3/I0YMbILLIEHHMKOB BO BHYTPEHHEN CETM OPraHM3aLmm

‘ Q ﬁ\ ATT&CK’

Network/
‘mq "’\F‘T‘;

TTPs (Tactics, Techniques and Procedures)

ifacts

MoBeeHMe 3/I0YMbILLIEHHUKA - YTO AenaeT

) 3/10YMbILWWNEHHUK ANA AOCTUXKEHUA CcBOEeM uenu
Domain Names
IP Address

”bonb” AN 3/710yMbILLNIEHHUKA

FERREIES

Konnyectso nHam KaTopoB

VB-Trend 2020 Q/)Search/@Dnywhere



KoHuenuMa 1 npeanoCblJIKU

[loBegeHMe 3/10yMbllUIEHHMKA

 QoKyC Ha noBeAeHMM 3JI0YMbIWIEHHUKOB. Tunosble uHAMKaTopbl yrpo3 (IP, hash, domain,
registry keys) MOryt JierkO M3MEHATbCA 3JIOYMbIWIEHHMKAMK, MO0JIe3Hbl TOJIbKO AN
OOHapyXeHUA M He [alT MNOHMMAHMA, KaK MMEHHO 3JI0YMbIW/IEHHUKM B3aMMOLEUCTBYIOT C
CUCTEMAMM

CyuwecTeylolimue KoHUenuun *XM3HEHHOro LuMK/la He noaxoaart

» CyulecTBylolme KoHUeNUMM KM3HEHHOro umkna (Hanpumep, Cyber Kill Chain) caMWwKoOM BbICOKOYPOBHEBbBIE
ANA CBA3KM NoBeAEeHUA U 3alLUUTHBIX MEXaHU3MOB

[TpMEHMMOCTDb B peasibHbIX UH(DpPACTPYKTYypax

e TexHWKM, TaKTUKM M npoueaypbl A0JKHbl 6a3MpoBaTbCA Ha OCHOBE Hab/04aeMblX, COBEPLUEHHbIX aTakK,
4YTOObI 6bITb MPUMEHMMbIMU K peasibHOM cpeje

EauMHaAa TepMUHOIOrUA

« JloN’KHa 6blTb CUCTEMATM3UPOBAHA TEPMMHONOIMSA B YacTM onucaHua TTP, MCNONb3yeMblX  pasHbIMM
rpynnamm 3/10yMblLLJIEHHUKOB

VB-Trend 2020 Q_/)Search/@nywhere d



TepMUHbI U 06BbEKTbI: TaKTUKMK

Tactics

TaKTMyecKkaa LUesb, KOTOpPYl Mpecnefyer 3/10YMbIlJIEHHUK: MNPUYMHA COBEpPLUEHMUS
IEUCTBUM

Initial Access Execution Persistence Privilege Escalation Defense Evasion
MepBoHaYasibHbIM AOCTYN BbinonHeHne 3akpenseHue MoBbilUEHWE NPUBUNETNM 06xoa 3awmThl

Credential Access Discovery Lateral movement Collection

MNepemMelyeHue BHYTpH

nep1meTpa C60p AaHHbIX

MonyyeHne yYeTHbIX AaHHbIX PasBseaka

Command and Control Exfiltration Impact
YnpaB/aieHue U KOHTPOJIb JKChHUAbTpPaLUA AaHHbIX Bosgericteue
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TepMUHbI U 0OBEKTLI : TEXHUKMW

Techniques
Jenctemsa, npeanpvHUMAEMbIE 3/I0YMbILWJIEHHUKOM ANA JOCTMMKEHMS ornpe/e/ieHHOM

Luenm (TakTUKH)
Sub-techniques

/leTanmsaumsa JeUCTBUM  (TEXHUKM) 3/I0YMbIWIEHHMKA A19 BblpaBHMBAHMSA YPOBHSA
abCTpaKkuuM TEXHUK

Techniques Sub-techniques

4 4

Tactic
e
-
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Groups, Procedure, Software, Mitigations

Groups
M3BEeCTHblIe rpynnbl 3/I0YMbIW/IEHHMKOB, COBEpLUAKOLLIME UeNeBble KubepaTaku, O

KOTOpPbIX coobllaeTca B oTyeTax 06 yrpo3ax (APT29, Cobalt Group, Lazarus Group, ...)

Procedure
KOHerTHbIe UMNJ1IEMEHTaUNN TeXHl/IK, I'Ipl/IMeHFIeMbIe prI'II'IaMM 3J'IOyMbILIJJ'IeHHMKOB

(APT29 Oobassisem Registry Run keys 0158 docmuxkeHus npucymcemsus - T1547.001)

Software
YTunuTbl 7 BpeAOHOCHOoe nporpaMMHoe obecrnevyeHune MCNOJIb3yEMblE
3/IOYMbILUNEHHMKAMM NPU KMbepaTakax (Proxysvc - spedoHocHasa DLL ucnosib3yemas
Lazarus Group)

Mitigations

Cnocobbl M cpeacTBa  YC/OXKHAWWME WMAWM  NpeoTBpallaloOWME  BO3MOMXKHOCTb

UCMNMOJIb30BaHNA TEXHUK
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B3anmMmocBA3b 06beKToB Mmoaenn ATT&CK

[pepoTBpallaeT
wtﬁym /
JocTturaer
Peanunsyert
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B3anmocBA3b 06 beKToB Mmoaenn ATT&CK

Credential
Access
Protection

APT28

Fancy Bear, Tsar Team,
SNAKEMACKEREL

[pepoTBpallaeT
wtﬁym /

OS Credential

[lpmeHseT Dumping:
LSASS Memory
171003.001 JlocTuraet
Peanusyet

Credential
Access
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MaTtpuubl MITRE ATT&CK

OTHOLWEHUA MeXAY TaKTUKaMU U TEXHUKaMK 0ObI4YHO NpeaCcTaBaAEeTCA B BUAE MaTpuL,
’ e <+ TaKTUKMU

PRE-ATT&CK Matrix

Enterprise Matrix

Mobile Matrices

ATT&CK® for Industrial
Control Systems
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SM & MITRE ATT&CK

— SM for
lih =[] MITRE ATT&CK
Inees—r—
|||12
TAXIl Server tix2 \/ UHMumanusaumsa/
WK 06HOB/IEHUE
= / KomaHab! SPL:
E | gettactics
| gettechniques
enterprise-attack.json | getsubtechniques
| getgroupsandprocedures
h ://github. /mitre/cti/blob/ el .
R | getmitigations
attack/enterprise-attack.json | getsoftware
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CueHapumn ncnosnb3oBaHua ATT&CK

Threat Intelligence Detection
AHanM3 yrpo3/TexXHMK O6Hapy*KeHWe 1CNo1b30BaHUA TEXHUK

processes = search Process:Create

reg = filter processes where (exe == "reg.exe" and parent_exe
== "cmd.exe")

cmd = filter processes where (exe == "cmd.exe" and

parent_exe != "explorer.exe"")

reg_and_cmd = join (reg, cmd) where (reg.ppid == cmd.pid and
reg.hostname == cmd.hostname)

output reg _and_cmd

I

Comparing APT28 to APT29

Coverage Assessment Adversary Emulation
OueHKa NoKpbITUA AMyNaUmMa AEUCTBUU 3/10YMbILLJIEHHUKA

Finding Gapsin Defense

Search/@)nywhere
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Threat Intelligence

Layer

VB-Trend 2020

Initial Access

B Phishing

SElu Command and

Valid Accounts

@ Hardware Additions

Tactics
v | X All X
Execution

Scripting
Interpreter

Threat Intelligence

Persistence

B Boot or Logon
Autostart Execution

Data Sources

All X

Privilege Escalation

In Boot or Logon
Autostart Execution

Platforms

All X

Defense Evasion

B Process Injection

Technique ID

All X

Credential Access

BBrute Force

Discovery

In Network Sniffing

Technique Name

*

Lateral Movement

B Remote Services

@ Drive-by Compromise

Scheduled Task/Job:

B Create Account

=|@Event Triggered

@Exploit Public-

Facing Application

System Services

B Event Triggered

Execution

Execution

Impair Defenses

B Network Sniffing

B Permission Groups

Indirect Command Execution

B Process Injection

Masquerading

@ External Remote

Services

@ Exploitation for

Client Execution

Scheduled Task/Job

Scheduled Task/Job

Modify Registry

@Replication Through
Removable Media

@ Inter-Process

Valid Accounts

Valid Accounts

@ Boot or Logon

@Boot or Logon

Use Alternate
Authentication Material

Valid Accounts

@ Supply Chain
Compromise

@ Trusted Relationship

@ Group Policy Modification

@Hide Artifacts

Communication
Initialization Initialization
@Native API Scripts Scripts
@ Shared Modules @ Account =|@Group Policy
Manipulation Modification
@ Software Deployment
Tools @BITS Jobs @ Abuse Elevation =

@ User Execution

@ Browser Extensions

Control Mechanism

@ Abuse Elevation Control :

Mechanism

B 0s Credential Dumping

Discovery

Internal

Spearphishing

Hide F

Collection

Archive
Collected Data

Input Capture

@ /etc/passwd and /etc/shadow

In Process Discovery

@ Cached Domain Credentials

@ DCSync

Account Discovery

Remote Service

Session Hijacking

@Data Staged

@LSA Secrets

Domain Trust Discovery

B LSASS Memory

File and Directory

Discovery

Use Alternate
Authentication

Material

@Email Collectioni=

@ Audio Capture

BInNTDS

@Proc Filesystem

Network Share
Discovery

@ Lateral Tool
Transfer

@ Automated

Collection

Security Account Manager

Input Capture

Remote System

Discovery

@Exploitation of
Remote Services

@ Clipboard Data

@ Access Token

@ Windows Management

Instrumentation

@ Compromise Client

Software Binary

Manipulation

@ Access Token

Manipulation

Unsecured Credentials

Software Discovery

@Replication Through
Removable Media

@Data from Cloud
Storage Object

@ Create or Modify

System Process

@ Create or Modify

System Process

@BITS Jobs

@ cCredentials from Password Storesi=

@ Application Window

Discovery

@ Software Deployment
Tools

@Data from
Information

Repositories

@ Exploitation for

@ External Remote

Privilege Escalation
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@ Deobfuscate/Decode Files

or Information

@Exploitation for Credential Access

@ Forced Authentication

@ Password Policy

Discovery

@ Taint Shared Content

@Data from Local
System

M\Nirart Inlima Arrace

@ Man-in-the-Middle

@ System Information

Discovery

@Data from Network

Shared Drive

@Data from

13



Threat Intelligence

\Y)

SMART Monitor for
MITRE ATT&CK
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Threat Intelligence

NHTepdeNC B BUAE MHTEPAKTUBHOM MATPMLIbI C HaBopamu
PUNLTPOB

I'Iop,p,ep>|<|<a «CQ1oeB>»> AJ214 aHaJ/iM3a B Pa3HbIX pa3pe3axX SMART Monitor for

MITRE ATT&CK
MHCTPYMEHTbI /1S aHa/IM3a yrpos B pa3pese rpynn

3/10YMbILUNIEHHMKOB, MCTOYHUKOB AAHHbIX, NJ1aTdopm

/locTyn K MHpopmauum 3 6asbl 3HaAHUM HENOCPEACTBEHHO M3 MHTEPdEUCA

NcTopUsa U3MEHEHUM NMPUOPUTETOB TEXHMK

NMoaaepKKa aKTyasIbHOro COCTOSAHMS 6a3bl
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Detection

BoisBieHune ﬂ,eﬁCTBMI\/Ji 3/10yMbILLIJTIEHHUKOB

Mcnosib30BaHME COBPaHHbIX KYPHaJIOB COObITUI A1 MOC/NEAYIOLEro aHam3a U
BbISIBJIEHMSA NOA03PUTEIbHbIX AEUCTBUM

/1na BbIOBpPaAHHbIX TEXHMK aHA/IM3 UCTOYHMKOB AAHHbIX, HEOH6XOAMMbIX
AN JeTEKTUPOBaHMA

[Tonck Ha ocHoBe rotoBon aHannTMKKM (MITRE Cyber Analytics Repository,
Sigma, 1 ap.)

I [OMCK Ha OCHOBE OTYETOB paHee 3a(PpMKCMPOBAHHBIX B OpraHuM3aLmMm aTak

dopMUpOBaHME NMpPaBMA JETEKTUPOBAHUA UCMO/Ib30BaHMS TEXHUK

Pa6oTa C MCK/IIOYEHUAMM AN pa3peLLEHHOro NoBeeHMs

Pa3paboTka NOMCKOBOro

MpoBepkKa Ha false Baanpauus, yto
3anpoca 4/19 BblsIBJIEHMS

positive buKcHupytoTCa aencTBuA

noBeAeHUs
3/10YMblILLIEHHUKA

PaboTta C UCKAOYEHUAMM 3J/10yMblILLJIEHHNKaA ’
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https://car.mitre.org/analytics/
https://github.com/Neo23x0/sigma

Detection: Risk scoring

[lpaBuNa, KoTopble 6a3MpyoTCA Ha AETEKTUPOBaHMM MNpoueayp OTAENbHbIX TEXHMUK,
coZlepkaT HeaoCTaTOYHO KOHTEeKCTa M pabota No HUM HeaddeKTUBHO pacxoayeT
BpeMA aHa/IMTUKA

Llenn Risk Scoring

| MosbileHHe TOUHOCTH anepTHHra

I anBFI3Ka K 06beKTaM MHCl)paCprl{Typbl U MNOJIb30BaTEJIAM

I /lonoNHUTENIbHBIM KOHTEKCT B CpabaTbiBaHMSX

I [MoBbllweHne 3PPEKTUBHOCTMU UCMNOIb30BAHMA BPEMEHU aHA/IMTUKA

I ”TlnaBHOCTL” MacwTabupoBaHUA: 60/blle NpaBM1 # 00J/iblle BPEMEHMU

dHaJIMTUKA
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Detection: Risk Scoring

Tunbl 06bekToB Risk Scoring:

Mpasuio yBennueHue .
I [lonb3oBaTesb AeTeKTYoBAHI EE Risk-based
npodune MHUMAEHT
I Cuctema (IP, host) TEAHARA 06BEKTA
7:55 AM 8:30 AM 8:45 AM 10:05 AM * [lpeBbiweHne nopora Risk Score
» JleTeKTUpPOBaHUE TEXHMK M3 Pa3/IMYHbIX
T1059 T1560
Hardw-I;Jez,?c%itions Command and I:I;lts)solaeggr‘ly Archive Collected TaKTUK
S TIPS bata * bonbluoe YMCNO YHMKAIbHBIX TEXHMK
+5 +2 +4
» BHe3anHoe yBennyeHue Konmvecrtsa
TEXHUK

N

CyMMapHbIX pUCK 20

« (CpabaTbiBaHME npaBm/l, Ga3UPYIOLLMXCA
Ha pa3/IMYHbIX UCTOYHMKAX AaHHbIX

obbeKTa:

AHanus pucKkoB B pa3HbIX BpeMeHHbIX OKHaX, Hanpumep: 24 yaca, 7 aHen, 30 oHen
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Adversary Emulation

IMyNaUMsa AEUCTBUMN 3/10YMbILLIEHHUKOB

IMYNALMA AEUCTBMM 3/I0YMbILLNIEHHUKA ANSA aHa/IM3a M3BECTHOM Yrpo3bl
[lpoBepKa, KaKk AeUCTBYET 3allmTa NPOTMB IMY/IMPOBAHHOIO NOBEEHMA 3/10YMbILLJEHHMKA

Ha ocHoBe aaHHbIX 0 npoueaypax u3 6a3bl ATT&CK um
oTyeTax 06 aTtakax, CO6CTBEHHOro OrbiTa OTParKEeHHbIX
aTak

Team

I C ncnosib3oBaHMEM BMBIMOTEKU TecToB Atomic Red

Atomic Testing
cycle with
ATT&CK

Ucnonb3oBaHne CALDERA (aBTOMaTM3MpoBaHHasA
cMCTEMA IMYNIALUMM AEUCTBUM 3/I0YMbILLIEHHUKOB)
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https://github.com/redcanaryco/atomic-red-team
https://github.com/mitre/caldera

Discovery

Current User
DISCOVERY | SYSTEM OWNER/USER DISCO...

i fi

Enumerate all accounts
(Domain)
DISCOVERY | ACCOUNT DISCOVERY: DOM...

HH- 0}

Adversary Emulation

IMyYNAUMS AEUCTBUU 3/10YMbILLJIEHHUKOB

Mpumep cueHapua CALDERA

Defense Evasion Impact

Windows - Stop service using
net.exe
IMPACT | SERVICE STOP

Disable Microsoft Defender
Firewall
DEFENSE-EVASION | IMPAIR DEFENSES: DIS...

] fi

VB-Trend 2020 @Search/@nywhere

Credential Access

Dump LSASS.exe Memory
using ProcDump
CREDENTIAL-ACCESS | OS CREDENTIAL DU...

Registry parse with pypykatz

CREDENTIAL-ACCESS | OS CREDENTIAL DU...

i fi

Dumping LSA Secrets

CREDENTIAL-ACCESS | OS CREDENTIAL DU...

HH i

Collection

Compress Data for
Exfiltration With PowerShell

COLLECTION | ARCHIVE COLLECTED DATA

= i




Detection & Emulation

\Y)

SMART Monitor for
MITRE ATT&CK
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Detection

MHCTPYMEHTbI AN co34aHMA NPaBMA C JOMOJIHUTENbHbBIM
METaZaHHbIMM AN151 NMPUBA3KM K TEXHUKAM, TaKTUKaM,
MCTOYHMKAM AaHHbIX M1 Ap.

ba30BbI Habop NpaBuU/1 AETEKTMPOBAHMSA TUMOBbLIX NPoLeayp
SMART Monitor for

I AHanuTHKa rno cpabaTbiBaHMAM MpaBM B pa3pese TEXHUK U MITRE ATT&CK
TAKTUK

MHcTpyMeHTbl Risk Scoring A1 06beKTOB NM0/Ib30BaTENEN U CUCTEM

Risk-based npasuna

MHCTPYMEHTbI ANA paboTbl C MCKAOYEHUAMM
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Coverage Assessment

OLl,eHKa NMOKPbITUA TEXHUNK

Initial
Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection
/.valid =|Bcommand and = B Network Sniffing  Remote Service =/ Archive
Accounts Scripting Session Hijacking Collected
B os credential
@ Hardware L O B create Account i=|  Scheduled Task/Job Dumping  Use Alternate i=| Data
Additions | Scheduled Task/Jobi= e — - Authentication Material |@Data Staged:=
~ Scheduled Task/Job =|EMEvent Triggered i=|@Hide Artifacts i=|  Unsecured
B Phishing i= /L System Services = | Execution | Credentials BRemote Services =|@Email =
BEvent Triggered =  Impair Defenses = )
Execution B rrocess Injection = B srute Force /) Internal Spearphishing Collection
 Use Alternate = Alnput
/l.valid Accounts i=|/. valid Accounts = Authentication Material @ credentials from :=| Network Share Discovery |@ Lateral Tool Transfer —_
p— - | Password Stores
@Boot or Logon =|@Boot or Logon :=|@Process Injection = B Network Sniffing
Initialization Scripts | Initialization Scripts — A\ Input Capture =
/.Valid Accounts = B Process Discovery
QGroup Policy
Modification @ Group Policy @ system Network
Modification Configuration Discovery
/) Masquerading = /. File and Directory !

Discovery

/! Remote System

0 —

Discovery

o Application Window

Discovery

@ Password Policy

Discovery

VB-Trend 2020 @Search/@)nywhere



Coverage Assessment

OLI,eHKa NMOKPbITUA TEXHNK

Vv

SMART Monitor for
MITRE ATT&CK
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Coverage Assessment

OueHKa NoKpbITUA TEXHUK

NHTepdeNC B BUAE MHTEPAKTUBHOM MATPMLIbI C HABopamu
PUNLTPOB

STare aHa/in3a yrpos SMART Monitor for
MITRE ATT&CK

OueHKa NoKpbITUA TEXHMK: none, low, medium, enough

Bannpauma oueHKu, B 3aBUCMMOCTHM OT HaIM4YUA npasu1 4€TEKTUPOBAHUA

I PaboTa TO/IbKO C aKTyaJIbHbIMU TEXHUKAMM, BblOpaHHbIMU Ha
I McTOpMS M3MEHEHUU M OTCNEXKMBAHUE NMporpecca
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SMART Monitor for MITRE ATT&CK

[lpegocTtaBNeHME MHCTPYMEHTOB A4 peasim3aumm OCHOBHbIX \/
cueHapueB npumeHenna ATT&CK

MHCTPYMEHTbI 419 aHa/M3a M NpMopUTe3aLMK Yrpos

MexaHu3Mbl ANn4 AeTeKTUpoBaHu1A nNoTeHunasibHoro noeegeHmA
3/10yMblWW1EHHUKOB B l/IHClJOpMaLIMOHHbIX CUCTEMAX

AHanus AETEKTNUPOBaAHNA NoBeJEHUA B KOHTEKCTE OOBHEKTOB PUCKa.

noJsib3oBatesien U CUCTEM J\/J\/vw

Risk-based KOHTEKCT nosb3oBaTeNsa MoXeT ObITb nepegaH B Mmoaysib SM UBA

I OueHKa NOKPbITUA aKTya/IbHbIX TEXHUK
| ANA aHa/imM3a B pa3pese TUNOBOro AJ14 noJsib3oBaTena noBeaeHms
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Cnacnb6o 3a BHUMaHume!



