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[lonck yepes KoMaHAay source

= (XD Smart Monitor

HoBbI nouck

X  Otnpasutb B hoH A 69 v 24 vaca Hasap Datbl

Mownck

Mouck no faHHbIM U GunbTpauus

Vv Uctopus nomcka

Mcropus M3bpaHHoe (1)

QU Nowck...

3anpoc Dara 3anycka Deiicreus
source api:nvd:cves | mvexpand vulnerabilities | eval vulnerabilities.cve.descriptions = tostring(vulnerabilities.cve.descriptions) | table vulnerabilities.cve.sourceldentifier,... 2025-04-09 00:27:05
source api:nvd:cves | mvexpand vulnerabilities | eval vulnerabilities.cve.descriptions = tostring(vulnerabilities.cve.descriptions) | spath input= | table vulnerabilities.cve.s... 2025-04-09 00:22:02

X

source api:nvd:cves | mvexpand vulnerabilities 2025-04-09 00:18:10

VA VolgaBlob




KoMaHaa api U pexxunMol

= (XD Smart Monitor

HoBbIi nonck

X OtnpasuTs B HOH ( “\‘ CQ v~ 24 vaca Hazap JIELY] G O6HOBUTL

Q

Mownck

Mownck no AaHHbIM U GunbTpaums

' Wctopus noucka

Uctopus M36paHHoe (11)
QU Nowck...

3anpoc MBara 3anycka N2 Deicteus

source ti_index gsize=1 timefield="| fields ip | eval ioc="{\\\\\"ioc\\\\\": \\\\\", quota = "\\\\\"}" | eval ioc_ip = ioc + ip + quota | map [ | api connection=amtip query=create... 2025-04-09 00:45:42

source ti_index gsize=1 timefield="| fields ip | eval ioc="{\\\\\"ioc\\\\\": \\\\\", quota = "\\\\\"}" | eval ioc_ip = ioc + ip + quota | map [ | api connection=amtip query=create... 2025-04-09 00:45:18 w

LS
source ti_index gsize=1 timefield="| fields ip | eval ioc="{\\\\\"ioc\\\\\": \\\\\", quota = "\\\\\"}" | eval ioc_ip = ioc + ip + quota | map [ | api connection=amtip query=create... 2025-04-09 00:45:00




JInueHsnpoBaHume

1 Tb ropsuee xpaHunuie 5 Tb xonopHoe xpaHunue
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[LOCTYNHOCTb 3HAHMW OAHO M3 BAXHbIX YacTen

Kakne nnatocbl JaeT HaKonaeHne 3HaHumn [NocneacTBus OTCYTCTBUA 6a3bl 3HAHUI

a [lepencnonb3oBaHMe ONbITa U 3HAHWUK g [NoBTOpAtoWwMecs owmbku

a YckopeHue paboTbl g MepnneHHble npouecchl

a [lpepoTBpalLeHMe NoTepb AaHHbIX 1 «bus factor» Q YnyuweHHas Bbiroga

VA Volgasiob



Kencbl npuMeHeHus

PacchenoBaHue

CoxpaHsiTb BCe He0bxoaMMble AaHHblIe 06 UHUMAEHTE

OT4yeTHOCTb

INnHaMumnyeckue oT4yeTbl HA OCHOBE AAHHbIX
B p€a/ibHOM BpEMEHMU

[lone3sHble 3aMeTKHU

CoXpaHuTb 3HAHUSA, None3sHble gns ceba u ana opyrmux

A VolgaBlob (11)



3amMeTkn B Smart Monitor!

= (O Smart Monitor Knowledge Center ¥ Q admin

Bce 3adMEeTKU (4) QU Mowuck... CuHumpentamn  Tern Vv

PepaktupoBaTb BbibpaHHoe &y Umnopt

Mowu 3ameTkm CucreMHble Bce
3aronosok Dara co3paHus Jata o6HOBNEHUA Bnapeneu

PaccnepoBanue MHUMAEHTA C NONb30BaTeNeM
SEAN 2025-03-27 19:17:20 2025-04-04 13:49:31

WHdpactpykrypa

Wudopmauus o6 ycrpoiictBax

2025-03-26 18:23:25 2025-04-07 22:03:19

0630p UHGpacTypKTypb! 2025-04-06 16:23:22 2025-04-07 22:02:31
Be6-cepeep

UHdopMaums no koMmyTaTopam

[JloctynHocTs IT-cepsucos

2025-03-27 13:09:19 2025-04-07 22:03:06

CTpok Ha cTpaHuue: 10 v




[lpuMep paccnenoBaHuUs

= (%O Smart Monitor Knowledge Center 4 Q admin

Bce 3dMETKU (4) Q MNoncx... CuHuMpeHTamn  Tern Vv

PepaktupoBatb BbibpaHHoe &y Umnopt

Mowu 3ameTku CucteMHble Bce
3aronoBok [ara cozpaHus Jata o6HOBNEHUA

Paccneposanne MHUMAEHTA € NONIb30BaTeNEM
SEAN 2025-03-27 19:17:20 2025-04-07 22:21:53

UHdpactpykTypa

Undopmauus 06 ycrpoiictBax

2025-03-26 18:23:25 2025-04-07 22:03:19

Oicop s kppacsypKrypas 2025-04-06 16:23:22 2025-04-07 22:02:31
Be6-cepaep

Undopmauusa no kommyTaTtopam
2025-03-27 13:09:19 2025-04-07 22:03:06

CTpok Ha cTpanmue: 10 v

Bce 3ameTtku

VA VolgaBlob




PaznunuHble 610KU: MHUMAEHT
= (XD Smart Monitor Knowledge Center Bce 3aMeTku

“+. 1IUTEHUNAJIDHDIE MNUUIEACTBNAL
* Ha MOMEHT paccnefoBaHus YTEYKM YYeTHbIX JaHHbIX He 3aUKCUPOBAHO.
o [leiAcTBMS NONb30BATENS MOXHO KNAcCU(ULMPOBATD Kak NMOTEHLMANBbHO PUCKOBAHHbIE, HO HE UMEIOLLME ABHbIX MPU3HAKOB BPEAOHOCHOTO HAMEPEHMUS.
PekomeHpauuu:
¢ [MpoBecTn gononHuTenbHoe 0byyeHne COTpYAHWUKOB MO 6E€30MACHOMY XPaHEHMIO YYETHbIX AaHHbIX.
® YCUNUTb MOHWUTOPUHT AeNCTBUIA NOb30BaTeNENM C LOCTYNOM K KPUTUYECKMM AaHHbIM.
* BHeapuTb aBTOMaTM3UPOBaHHbIE MEXaHWU3Mbl OBHAPYXXEHUS U NpeaynpeXxAeHuUs MONbITOK MOMCKA YYETHbIX AaHHbIX B GaiNOBbIX CUCTEMAX.

CTaTyc MHUMAEHTA: 3aKPbIT, HAPYLIEHWH HE BbISIBIEHO.

Vv Bnoxehue (1 daiin)

B exported_job.zip
2.84 Kb

o, Ckauatb Bce ( *.zip)

> Ycrpoiicrea / Switch 1 - WS-C3850-48P - FAN 2 (1012)

HayHuTe BBOAMTb TEKCT...

VA VolgaBlob




Pa3nnyHble O10KKU: MOUCK

= (XD Smart Monitor Knowledge Center Bce 3ameTku

' Pacnpegenesve UHLMAEHTOB MO CTaTyCy Ha BpeMeHHo wkane (7 AHei Ha3an) OTKpbITb B NOUCKE & hn

1 source '.smos_incident-*'| timeaggs timefield=search_params.start_time count(search_params.job_id.keyword) as count by
status.keyword| rename '' as "init"| eval init = if(isnull(init), O, init)| eval in_work_incident = if(isnull
(in_work_incident), 0, in_work_incident)| eval check = if(isnull(check), 0, check)| eval close_incident = if(isnull
(close_incident), 0, close_incident)| eval cancel = if(isnull(cancel), 0, cancel)| rename init as "Hoswmit", check as

"MposepseTca", cancel as "OTmeHeH", in_work_incident as "B npouecce", close_incident as "3akpuiT"| table _time, Hosubiii,
NpoBepsietca, 0TmeHeH, 'B npouecce', 3akpbiT

8 nokyMeHTOB 6bIn0 HataeHo 3a 56 Mc (c 2025-04-01T18:36:45Z no 2025-04-08T18:36:457)

@ B npouecce

@ Nposepsetca
3akpbIT

@ OrmeneH

Hogbiit

HauyHuTe BBOAUTH TEKCT...

VA VolgaBlob




Pa3nnyHble O10KU: TEeKCT

= C"Q Smart Monitor Knowledge Center Bce 3ameTkun PaccnepoBaHue uHuMaeHTa ¢ nonb3osatenem SEAN

o [1poBepeHbl XXypHasbl 4OCTYNA K XpPaHUIMLLAM Naposiei U ceKpeTaM — HeCaHKLMOHUPOBAHHOIO YTEHUSI HE BbISIBNEHO.
4. MoTeHuuanbHbie NOCNEACTBUA:
o Ha MOMEHT paccnefoBaHMs YTeUKM YYETHbIX AaHHbIX He 3adUKCUPOBaHO.
o [leiicTBUS NMONb30BATENS MOXHO KNacCMOUUMPOBaTb Kak MOTEHLMANbHO PUCKOBAHHbIE, HO HE UMEIOLLME SIBHbIX MPU3HAKOB BPELOHOCHOTO HAMEpPEHUS.
PekomeHpaumu:
¢ [poBecTu gononHUTENbHOE 06YYeHUE COTPYAHMKOB N0 6€30MaCHOMY XPaHEHUIO YYETHBIX AAHHbIX.
* YCUNUTb MOHUTOPUHT AEMCTBUI NONb30BaTeNel C JOCTYNOM K KPUTUYECKUM AaHHbIM.
* BHeapuTb aBTOMaTU3MPOBaHHbIE MEXaHU3Mbl OBHAPY)XeHUs U NpeaynpexXaeHUst MOMbITOK MOMUCKA YYETHbIX AaHHbIX B hainoBblX cUCTEMAX.

CraTyc MHUMAEeHTa: 3aKpbIT, HAPYLIEHUI He BbiSIBNEHO.

> [uarpamma feicTBus nonb3osatenei (AeHb Ha3ag) OTKpbITb B oucke &

> @ Tonb3osatens SEAN ocywiecTnseT nouck Gpainos ¢ He6e30MacHO XpaHUMbIMM YYETHBIMU AaHHbIMK Ha xocTe NSK-WS140 HOBbIA . He 3apaH

HauyHuTe BBOAWTD TEKCT...




PasnuuyHble 610KK: Gannbl U U300paxeHus

= (XD Smart Monitor Knowledge Center Bce 3ameTku PaccnepoBanue uHuMaeHTa c nonb3osartenem VereschaginaAD

¢ Ha MOMeHT paccnenoBaHusa yTeyku ydeTHbIX AaHHbIX He 38¢MKCMDOBEHO.

e [leiicTBMA NONb30BATENS MOXHO KNAacCMULMPOBATb Kak NOTEHLMANbHO PUCKOBAHHbIE, HO HE UMEIOLLME SIBHbIX NPU3HAKOB BPEAOHOCHOrO HAaMEpPEHHS.

PekomeHpauum:

* [poBecT foNONHUTENbHOE 06yYeHUe COTPYAHMKOB MO 6€30MaCHOMY XPaHEHMUIO YYETHbIX AaHHbIX.

* Yeunutb MOHUTOPUHT [leCTBUIA Nnonb3oBaTenen ¢ AO0CTYNOM K KpUTUYECKUM OAHHbIM.

L BHe,ﬂpMTb aBTOMaTU3UpOBaHHbIE MEXaHU3Mbl OﬁHapy)KeHMﬂ 1 NpefynpexaeH1s nonbiToK NOMCKa YYeTHbIX AaHHbIX B GaitnoBbIX cUCTEMAX.

CraTyc MHUMAEHTa: 3aKpbIT, Hapy

@ [onb3oeatensb (VereschaginaAD) npoussen nonbITKy NOMy4eHUs AOCTYNa K Y4eTHbIM AaHHbIM Ha xocTte (NSK-WS715) HOBbIA . He 3apaH

v Onucanue

O6HapyxeHa nonbiTka AOCTyNa K y4eTHbIM JaHHbIM ANSl U3BNIEYEHMUS IOTMHOB Y4YeTHbIX 3anuceii nonb3osatenem: (VereschaginaAD) Ha xocte: (NSK-WS715)

> Additional fields

> [Hetanu uHumpeHTa

> MITRE ATT&CK

1D: ZmeMFpYB-FwOxdL4ahFf (5

HayHuTte BBOAWTD TEKCT...

VA VolgaBlob




Pa3ninyHble ONOKU: aKTUB

= (XD Smart Monitor Knowledge Center Bce 3ameTku PaccrienoBaHue MHLMAEHTa ¢ nonb3oBaTeneM VereschaginaAD

o [leiiCTBMS NONb30BaTeNs MOXHO KNAacCUULMPOBaTh KaK NOTEHLMANbHO PUCKOBAHHbIE, HO HE UMetoLLMe SBHbIX NPU3HAKOB BPELOHOCHOTO HaMepeHMUs.
PekomeHpauum:
¢ poBecTu fononHUTeNbHOE 06y4eHne COTPYAHUKOB MO 6E30NaCHOMY XPaHEHUIO YYETHbIX AAHHbIX.
* YCUNUTb MOHUTOPUHT LEMCTBUIA NONb30oBaTeNei C JOCTYNOM K KPUTUYECKUM AAHHBIM.
* BHeapwuTb aBTOMaTU3MPOBaHHbIE MEXaHWU3Mbl OBHAPYXKEHUS U MPesynpeXxXAeHNUs MOMbITOK MOUCKA YYETHbIX AaHHbIX B (haiiIoBbIX CUCTEMAX.

CTaTyc MHUMAEHTa: 3aKpbIT, HAPYLIEHUI HE BbISIBIEHO.

\ @ [lonb3oBatenb (VereschaginaAD) npoussen nonbiTKy NONy4YeHMS AOCTYNa K YY4ETHbIM AaHHbIM Ha xocTe (NSK-WS715) HOBbIA . He 3apaH

v OnucaHue
O6HapyxeHa nonbiTKa AOCTYNa K y4eTHbIM JaHHbIM NS U3BIEYEHUS IOTMHOB YYETHbIX 3anuceii nonb3osateneM: (VereschaginaAD) Ha xocre: (NSK-WS715)

> Additional fields

> [etanu uHumMpeHTa

> MITRE ATT&CK

ID: ZmeMFpYB-FwOxdL4ahFf 2

Bnoxenue (1 daiin)

HaynuTe BBOAUTD TEKCT...

VA VolgaBlob




CTaTnyecKnm pexkum

= (XD Smart Monitor Knowledge Center Bce 3ameTku PaccrienoBaHue MHLMAEHTa ¢ Nonb3oBaTeneM VereschaginaAD

PaccnenoBaHue MHUMaeHTa ¢ nonb3osateneM VereschaginaAD

Mpocmotp [ Dokyment

i > PesioMe o pesynbTataM pacciefoBaHus

v Bnoxenue (1 daiin)

exported_job.zip
2.84 Kb

&, Ckavatb Bce ( *zip)

\ Ycrpoiictea / Switch 1 - WS-C3850-48P - FAN 2 (1012)

@l bazosbuie nons

Xocr: 192.168.20.20
WHpekc ycrpoictea: 1012

> JMlononHuTenbHbie nons

ID: 89265146-9797-4f72-9523-48952aa377¢c2 2

HaynuTe BBOAUTDH TEKCT...




Co3aaHue 6bICTpON 3aMEeTKMU:

= O Smart Moritor

MeHenxep MHUMOEHTOB

v 24vaca Haszag DNatbi G O6HOBUTBL () Mokazatb Teru () [pynnupoBaTh MHLMAEHTbI X TllokasaTb Nonb3oBaTeNbCKUE PUALTPLI

QU Nowck... Severity v Workflow v Status N OTBeTCTBEHHbIN N Teru

MHOOPMALIMA

+ Co3paHue uHUMaEeHTa 3 Hacrpoitku

[Dara u Bpemsa UHumupent Craryc Reviewer

O6HapyeHo NoTeHLUManbHO BPeAOHOCHOE UCMONb30BaHKe KoMaHaHoW o6onoukn Windows nonb3oBatenem FominaEM Ha xocte VLG-
2025-04-08 21:53:00 +03:00 Ws444 HOBbIN unassigned

R ULEXE Y T1059.003

Monb3osatens SorokinaKL ocyuwecrsnser nouck ¢ainos ¢ Hebe3onacHo x YETHbIMU [, Ha xocte KZN-WS804 R
2025-04-08 21:53:00 +03:00 — Y ¢ ; v HOBBIV unassigned

Monb3oBatens MorozovGA ocyuiecTBasieT nouck paitnos ¢ HebesonacHo Xxp: YYETHBIMU [ Ha xocte EKB-WS925 )
2025-04-08 21:53:00 +03:00 T HOBbIA unassigned

Monb3osatens (DemidovNA) npouseen nonbITKy Nony4eHUs AOCTyNa K Y4€THbIM AaHHbIM Ha xocTte (NSK-WS715) .
2025-04-08 21:52:00 +03:00 R HOBbIA unassigned

Monb3oeatens (ErmolovaZM) nponssen nonbITKy NoAyY4eHUst LOCTYNa K YY4eTHbIM AaHHbIM Ha xocte (NN-WS863 R
2025-04-08 21:52:00 +03:00 ks ¢ ) P e A ¢ ) HOBbI/ unassigned

Monb3oBatens (DobryninaVN) BbinonHun nepe6op ¢aitnos 1 kaTanoros UamM Nouck MHpopmaumm Ha xocte (NSK-WS749)

2025-04-08 21:52:00 +03:00 HOBbIN unassigned
T1083

Monb3osatens (KudrjavtsevaKA) BbinonHun nepe6op haiinos 1 Katanoros uam nomck mHdopmauumn Ha xocre (NSK-WS968)

VA VolgaBlob




Co3paHue U3 pa3HbliX MecT MHTepdenca

N3 NMONCKa

[o6aBuTb B 3aMeTKY

npaBuTb B GOH & r Co v 24 vaca Ha3ag

N3 MHBEHTOPH

[lo6aBuTb B 3aMeTKY

U3 MHUMOEHTOB

Craryc OTBeTCTBEHHbIH

HOBbIA He 3apaH

HOBbIA He 3apaH

VA VolgaBlob



PecypcHo-cepBucHaga moaenb 2.0



= (XD Smart Monitor PecypcHo-cepBucHas Moaenb

PCM

® [lnowanka oHNaiH obwbA...

VA VolgaBlob

HoBoe npeacrtaBneHue rpada

Mo6unbHOE NpunoxeHue

[ocka o6bsaBneHuit v v~ 4uyaca Ha3apn

MuKpocepBuc KaTanora

\ ® Mukpocepsuc JIK

K4 Q a admin

baza gaHHbIX

® AyteHTUdUMKaLMA




ABTOOOHOBNEHUeE

= (<O Smart Monitor PecypcHo-cepBuCHasi Moenb

PCM € [locka 06bsaBREeHWI ® v 24vacaHasag

MwuKpocepBuc KaTanora Basa aaHHbIX

® [lnowanka oHNaiH obbs...

Mukpocepsuc JIK

® MobunbHoe npunoxeHue \ ® AyteHTUdUKaLMus




HeckonbkKO KOMMNOHEHT CBA3aHHOCTU, C/1IOU
= (O Smart Monitor 7 Q @ mn

PCM [locka o6bsBnEHu v v~ 24 vyaca Hasag [Marb

MukpocepBuc KaTanora
basa gaHHbIX

® [nouwasaka oHnaitH o6bA... <

\ ® Mukpocepsuc JIK

Mo6unbHoe npunoxexue : ® AyteHTUdMKaLMA

VA VolgaBlob




[lpenctaBneHne 610KaMu
CXO Smart Monitor g Q

PCM € Smart Monitor v 24vaca Hasap Dartbl C O6HoBUTL

® [lopaepxka

® bBusnec

® MapKkeTuHr

® KnueHTCKMe cepBUCHI

® [locTaBka

® TEST-koHTYp

® Cepaepbl

©® DEV-KoHTYp




PCM 2.0 - 310 Ha4ano 60nbwero Moayns

A VolgaBlob ()



OpHoBpeMeHHas pabota PCM 1.0 umn 2.0

2025

VA VolgaBlob

2026



Smart Beat: Vector




Vector

Vector — MHCTpYMeHT ans cbopa, npeobpasoBaHms
M OTNPABKM OAHHbIX NOroB, METPUK U COObITUN

6 [loTpebnser MMHUManbHOE KONMYEeCTBO pecypcoB
6naronaps 3¢ GEKTUBHOMY YyNpaBAeHMI0 NaMATbIO

6 MoxeT obpabatbiBatb 40 30Th B CyTKM

6 Ot 10 po 30 pas 6bicTpee KOHKypeHTOB (beats,
logstash, fluentbit) B oTaenbHbIX cnyyasax

VA VolgaBlob




43

Pa3HbIX
MCTOYHUKOB

TCP, UDP,
kafka, file,
exec...

VA Volgasiob

Vector

14

TUMNOB
MapCUHra

Remap s13bIk
Filter
Reduce
Aggregate

CO

OTrNpaBkKa B
Smart Monitor

nmbo nobo
Apyron
KONEKTOp
WUNU WKNHA




Smart Beat kak arperatop

Smart Beat

‘vAVolgakiob



Smart Beat kak arperatop

Smart Beat

_|_

Vector

‘vAVolgakiob




VA Volgasiob

SmartBeat
(vector + beat)

SmartBeat

(beat)

SmartBeat
(vector)

ApxuTtekTypa cbopa

Smart

Monitor




SmartBeat
(vector + beat)

SmartBeat

(beat)

SmartBeat
(vector)

VA Volgasiob

ApxuTtekTypa cbopa

Smart
Monitor




VA Volgasiob

SmartBeat
(vector + beat)

SmartBeat

(beat)

SmartBeat
(vector)

ApxuTtekTypa cbopa

Smart
Monitor




BO3MOXHOCTb YynpaBieHns BCeMU KOHPUIraMu B MHTepdence

= (<O Smart Monitor Ynpaenenue Smart...
YnpasneHve Smart Beat

BCEIO KJIMEHTOB NOAK/TIOYEHHbIX K/IMEHTOB KNMEHTbI C OLUMBKOM KJIMEHTbI HE B CETU

3563 3 563 0 0

A

Knuenrbi (3 563) Tpynnbi (5) Mpunoxexus (6) Daiinbi (11)

Mdaiinbl

)

MoxanyiicTa, BbI6epUTe UNM NepeTaluTe CloAa zip/tar.gz apxus ¢ dainom

Hassauue T MoaxnoueHHbIe KNMEHTbI BanuaHbii aucTpubyTis

filebeat-0ss-7.10.2-linux-x86_64.tar.gz ® Jla
filebeat-0s5-7.12.1-linux-x86_64.tar.gz
filebeat-0ss-7.13.2-windows-x86.zip

filebeat-0ss-8.8.1-linux-x86_64.tar.gz




Bbibop peweHus

High Perfomance

TpaHcpopMauus Noros NpSIMoO Ha areHTte

OrpaHuyeHHoe konnyecTso pecypcos RAM < 1Ib

MonutopuHr Docker, Kubernetes

Hy>keH ToONbKO OANH MHCTPYMEHT B UHPPACTPYKType

VA Volgasiob

C6op Windows Event Logs

HyxHO 6osblloe KONU4ecTBO MHTerpaumi (inputs, sink)

[MpocTOTa KOHPUIypaLmMmn Ha areHTe, roToBble MOOYM

CNOXHble 1 «yCNOBHbIE» NannaanHbl

Cbop b, API,LDAP



Hosble Bu3yanusauumu




Busyanusayma Quick State

Feature Request oT 3aka3umka

Mo)XHO HacTpouUTb:

NKOHKM

LiBeT

PasMep ceTku
BbicoTy sluenku
Drilldown no
KIIUKY

VA VolgaBlob

CocTosiHMe KOMMOHEHTOB

TenGigabitEthernet1/1/1 Bias Current Sensor

3anpoc 0AuH — MeTpUK MHoro!

TenGigabitEthernet Container

FRULink Container

RPS Container

S

FRULink Slot 1

S

Ws-C3750X-24

WS-C3750X-24

TenGigabitEthernet1/1/1 Module Temperature
Sensor

TenGigabitEthernet1/1/1 Supply Voltage Sensor

TenGigabitEthernet1/1/2 Bias Current Sensor

TenGigabitEthernet1/1/2 Module Temperature
Sensor

TenGigabitEthernet1/1/2 Supply Voltage Sensor

TenGigabitEthernet2/1/1 Bias Current Sensor

TenGigabitEthernet2/1/1 Module Temperature
Sensor

TenGigabitEthernet2/1/2 Module Temperature
Sensor

TenGigabitEthernet2/1/2 Supply Voltage Sensor

Switch FRU Fan

TenGigabitEthernet2/1/1 Supply Voltage Sensor

TenGigabitEthernet2/1/2 Bias Current Sensor




Busyanusauuga TreeMap

Feature Request oT 3aka3uuka

Fan Container
WS-C3750X-24  FRULink Container FruPower supply

GigabitEthernet Container

MO)KHO HaCTpO MTb: Power Supply Container

° UBET «OT» U «O0»
* a/ITOPUTMbI ey e
TenGigabitEthernet Container

pacnosioXXeHus

. oTCTYMb
WS_ c 3750X_ 24 TenGigabitEthernet2/1/2 Supply Voltage Sensor
* COpTMPOBKA

c38xx Stack

FRU Uplink
Switch FRU Fan

FRULInk Slot 1 Switch 1 - Power Supply A

TenGigabitEthernet1/1/2 Supply Voltage Sensor WS-C3850-48P

Switch 1 - Power Supply B

‘VA VolgaBlob



Machine Learning B nOMCKOBOM ABUXKeE




KoMaHabl Machine Learning B MOMCKOBOM [OBUXKE

Peann3oBaHbl KOMaHAabl train u predict ang O6y‘-IEHI/|$I Moaenen n nx UCNoJIb30BaHUS

b KoMaHpa train ) KomaHpa predict

BoinonHgeT obyyeHne Mogenu Ha BXOOHbIX BbinonHgeT npeackasaHmne Ha OCHOBeE
OaHHbIX. Pe3ynbTaTOM KOMaHAbl ABASETCS 00y4YeHHOM MOOENN U BXOOHbIX AaHHbIX.
MOEHTUHUKATOP MOAENN, KOTOPbIM MOXHO

MCrNonb30BaTb B KOMaHge predict.

SML Syntax SML Syntax

| train <algorithm> [<params>] | predict <algorithm> <model id>
<input_fields> <input_fields>

‘A Volgakiob



HoctynHble anroputMbl Machine Learning

Ha naHHbIM MOMeHT Smart Monitor nogaep>XMBaeT cneayrowme anroputMbl 0b6yyeHums:

Kmeans; ° Localization;

Linear Regression; ° Logistic Regression;

RFC; e Metrics Correlation.

RFC Summarize;

‘vAVolgakiob



MuTerpaumsa ML B Mmoaynb MeHepykep MHUMAOEHTOB

Monb3osatens (lvanovaAM) npoussen NonbITKy NOAYYeHUs AOCTYNa K Y4ETHbIM AaHHbIM Ha xocTe (NSK-WS139)

A 2025-04-09 09:27:00 +03:00 o

HOBbIA unassigned

} [ OTMeHUTb } { JNoxHoe cpabaTbiBaHue ] { OTnpaBuTb Ha NoYTY

T1003
Monb3oBatens (lvanovaAM) npousBen NonbITKY NOMy4EHUsA A0CTYNA K YYETHbIM AaHHbIM Ha xocTe (NSK-WS139) { B3atb B pabory
\~ Description > Wcropua
O6HapyxeHa nonbiTka A0CTYNa K Y4€THbIM AAHHbLIM A5 U3BNEYEHUS TOTMHOB YYETHbIX 3anuceii nonb3osatenem: (IlvanovaAM) Ha
xocre: (NSK-WS139) he
v Additional Fields Mpeanonoxenue
Bpems: 2025-04-09T06:26:48.022515+0000 False Positive
Monb3oBarenb:  lvanovaAM
Xocr: NSK-WS139
O6pas: C\\Windows\\System32\\findstr.exe
IP-appec: 172.17.25.43
PID npouecca: 647498
Devictue: Process Create (rule: ProcessCreate)

GUID npouecca:  ('43D6865D-0A13-645A-96EA-220000002B00:)

v [eTanu MHUMAEHTA

Oduc: 2001-01-01 00:00:00 +03:00
MoTeHuuanbHbiii yuwep6: 100

Moapaspenenue: IT

TekcroBoe none: -

Monb3oBarenn: "

Vv MITRE ATT&CK

MpaBuna: RULE - MA-Sysmon - OS Credential Dumping
Texuuku:  OS Credential Dumping (T1003)
Taktuku: -

ID: uSY7GZYB5-9IN6szE1Yt (4

MocMoTpeTb AONONHUTENbHYIO MHBOPMaLMIO (3

PSR L T N Y W S e R 1 11 2 e A s S AT

‘vAVolgakiob

3HaueHue

97%



YnydweHua B NOUCKe




Hebonblume, HO NoNe3Hbie USMEHEHUS

i

NMopceBeTtka

[pv BbloE€NEHMM CTPOKM B
3anpoce, NoACBEeYMBalOTCA
Apyrve coBnagaroLine CTpoKu

8

Canpb6ap

OTtobpaxkeHne Hanbonee
MCMNOSIb3yEeMbIX MOJIen

search in

DyHKLMA In ynpowaeT
HanucaHue 3anpocoB C NOUCKOM
MO HECKOJIbKUM 3HAYEHUIM

ﬂ [

VA VolgaBlob

search, kaBbivuku, AND

KaBblYkK ANA 3HAYEHUN MOXKHO
ONyCTUTb
OnepaTtop AND no ymon4yaHuto

Makpocbl

bonblwune yactn 3anpoca Tenepb
MOTYT ObITb BbI3BaHbl aHANOMM4YHO

bYHKLMM C apryMeHTamu




Cyber Security: SIGMA npasuna




Sigma title: Suspicious PowerShell Execution
description: Detects PowerShell with encoded commands
logsource:
product: windows
category: process_creation
detection:

selection:
Image: "x\powershell.exe"

CommandLine: "x -EncodedCommand x"

condition: selection
falsepositives:

- Legitimate administrative scripts
level: high
tags:

- attack.execution

- attack.t1059.001




Sigma

> 3000 npaBun

O6wmune npasuna, ons
OOHapYXXEeHMS TEXHUKM

WU Npoueaypbl

Threat Hunting

[loTeHuManbHbIE
Noao03puTesNibHbIE NN
BpeOOHOCHbIEe
NencTBus

Emerging Threat

KOHKpeTHble yrpo3bl,
APT kamnaHuu, Zero-
day, KOHKpeTHoe
BpenoHocHoe [10

VA VolgaBlob



Contributors

O TOONGO6 28O 1t -
L IEL Kol

Release r2025-02-03 (.

New Rules

* new: Azure Login Bypassing Conditional Access Policies
new: CVE-2024-49113 Exploitation Attempt - LDAP Nightmare
new: Suspicious Binaries and Scripts in Public Folder
new: Suspicious Invocation of Shell via Rsync
new: Windows Event Log Access Tampering Via Registry

Updated Rules

« update: Exploit Framework User Agent - Add default Havoc C2 UA
update: Renamed Powershell Under Powershell Channel - Update regex to use \s+ to account for different parsers
update: Shell Execution via Rsync - Linux - Rework logic to make it more generic and include additional shells.

update: Suspicious Non PowerShell WSMAN COM Provider - Update regex to use \s+ to account for different
parsers
update: Suspicious Windows Service Tampering - Add additional services

Removed [ Deprecated Rules

« remove: Windows Defender Exclusion Deleted

Fixed Rules

« fix: BITS Transfer Job With Uncommon Or Suspicious Remote TLD - Add dn.onenote.net/ and cdn.office.net/

« fix: Codelntegrity - Unmet Signing Level Requirements By File Under Validation - Add filter for Kaspersky and mDNS
Responder
« fix: Failed Code Integrity Checks - Add filters for CrowdStrike .




Tenepb B Cyber Security Ha 3000+ npasun 6onblue!

Ho Mbl nownu ganblue...

VA Volgasiob



Sigma
NpasuIo

VA Volgasiob

Cyber Security: mactep nmnopTta Sigma

[lapcep
SIGMA
npasuna

CO

[lpnBeneHune
K Moaenu
OAHHbIX

KoHBepTep
Sigma -> Smart
Monitor Engine

3agaHue B
NNaHUPOBLUMKE
C UHUMOEHTOM




Cyber Security: mactep nmnopta Sigma

= (XD Smart Monitor MNpasuna Sigma

npaBM}]a S|gma (2883) Q Mouck... KputuuHocte v Tern v

PEE‘GK TUPOBATb

Hassauue npasuna T Kputnunocre WUcrounnk Onucanue

AWS Attached Malicious Lambda Layer

— medium Detects when an user attached a Lambda layer to an existing function to override a library that i...
i}

AWS S3 Data Management Tampering
CiscoISE INNOSMOS T1110.002 Detects when a user tampers with S3 data management in Amazon Web Services.

U3onuposaHHas cpesa (sandbox) T1552.004

Activity Performed by Terminated User " o q

o medium Detects when a Microsoft Cloud App Security reported for users whose account were terminated...
SCO

Activity from Anonymous IP Addresses medium Detects when a Microsoft Cloud App Security reported when users were active from an IP addres...

Azure Login Bypassing Conditional Access Policies m

AyTeHtUdUKaums

Disabling Multi Factor Authentication Detects disabling of Multi Factor Authentication.

Detects a successful login to the Microsoft Intune Company Portal which could allow bypassing ...

Github Delete Action Invoked

71486 | 1110002 | T1057 medium Detects delete action in the Github audit logs for codespaces, environment, project and repo.

B8 SBERMSMOS  Check Point NGFW Gitlab

Github Fork Private Repositories Setting Enabled/Cleared

s github Detects when the policy allowing forks of private and internal repositories is changed (enabled ...

Github High Risk Configuration Disabled 5 . - " o
github Detects when a user disables a critical security feature for an organization.
INNOSMOS Splunk

Github New Secret Created . . L .
github Detects when a user creates action secret for the organization, environment, codespaces or repo...
INNOSMOS Splunk

Github Outside Collaborator Detected . o . X
github Detects when an organization member or an outside collaborator is added to or removed from a...

VA VolgaBlob



Inventory




HarnapHocTb

BM3yaanoe npencraBaeHune
B3aMMOAENCTBUS aKTUBOB

Apyr C ApyroMm

Ba)XHOCTb CBS3en

‘vAVolgakiob

MporHos

BoisiBneHne ya3BUMbIX
aKTUMBOB MpU NOTEHLUMANbHbIX
CBS3aHHbIX CO0aX

OueHka

O6HapyxeHue y3Knx Mect
CUCTEMbI Ans MaclwTabupoBaHus/
ONTUMM3ALUM




(<D Smart Monitor

CB;BM (1 _7)) Q. Nouck...

AKTUBbI Ces3u

UCOK CBSI3eN

Axtus

3 Moy

3 Mopynu

€3 Monynn
| ® Kowmyrarops
@ Moprar

888 KowreiiHepbl

VA VolgaBlob

HacTponka CBA3bIBAHUS

WUnBenTapusauus

X CkpbiTb y3nbl 6e3 ceszeit

Kapra cesizeit

CBA3aHHbIH aKTHB

3 Moynu D @ AMKLL KoHTMHEHT
88 KonreiiHepbl

o o

© 2 Tonb3oBatenu ¢

e E—

@
pTBI

£83 Mopynu

@ AMKLL KoHTuHeHT

e {3 Moaynu



CB43M aKTUBaA

= (<O Smart Monitor WnBeHTapuzauus KommyTaTopb! 192.168.20.1 (Catalyst 37xx Switch Stack)

192.168.20.1 (Catalyst 37xx Switch Stack)

[lononHuTenbHble

M3MeHuTb ononHuTeNbHbIe nons

3HaueHue Mone 3HaveHue

Xoct 192.168.20.1 Mnentudukatop moaenn
Wupekc ycrpoiictea 1 Ha3sBaHue mMogenu Cat37xx Stacking

Wms ycTpoiictea Catalyst 37xx Switch Stack

192.168.20.1 (Catalyst 37xx Switch Stack)

CBsi3aHHblE aKTUBbI

Q Mowmck WUcxopswme Bxopswme

Axtus Tun ceszu Tun aktusa

v WS-C3750X-24 (FDO1650R2GE) Ucxopsusas

v WS-C3750X-24 (FDO1642POYB) Ucxopsiwas A

CTPOK Ha CTpaHuue: 25

VA VolgaBlob



Bce cBa3M akTMBaA

= (<O Smart Monitor WHBenTapu3aums KommyTatopsi 192.168.20.1 (Catalyst 37xx Switch Stack)

QU Mowck Ucxopawme Bxopswme [ Tun akrusa He BuiGpaH |

Axtus Tun casisu Tun aktusa

~ Fan Container (2003)  PopuTensckui aktus Bxoaswas

CTpok Ha cTpahuue: 25 v

4 WS-C3750X-24 ...

oog 1:F Switch FRU Fan...
g2z RPS Container (...
—

888 Fan Container (...

4 WS-C3750X-24 ...
ooo k’

g23 Power Supply C...
{8} Switch FRU Fan...
& Switch 2 - Ws-... €83 Switch 2 - Ws-...

VA VolgaBlob



JKOoCMCcTEMA C ApYyrMMm MOAYNSIMU

NetMap

VA VolgaBlob



VA Volgasiob

5.0 6yaer pocrynHa ¢ 1 mas



Cnacmbo 3a BHMMaHue!

Ewie MHOro U3MeHeHUM,

MOXXHO CMOTpPETb

changelog u aemMo 30HbI

VA VolgaBlob




